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1. Policy Introduction
1.1 Hull College is dedicated to safeguarding and preserving your privacy when visiting our site or communicating electronically with us.

1.2 This Privacy Policy forms part of the College’s Data Protection Policy Suite and should be read alongside the GDPR Policy (DP1.01), Data Rights Policy (DP1.02), Data Retention Policy (DP1.05) and Data Breach Policy (DP1.06).

1.3 This policy describes what Hull College does with the personal information you provide it with. It applies to information Hull College collects about:

1.3.1 Visitors to the College’s websites.

1.3.2 People who use or may use the College’s services. This includes for example:
a. individuals who undertake a course of study or apprenticeship through the College
b. Hull College Alumni
c. employers who purchase training from the College
d. employers who take a student on work experience or placement
e. employers who employ an Apprentice
f. members of the College workforce
g. individuals who are customers of the Hull College’s business operations e.g. Hull College, HCUK Resourcing, Billoca Restaurant.
h. Individuals who request information from the College.

1.4 If you are asked to provide personal information to us, it will only be used in the ways described in this Privacy Policy. 

1.5 If you have any questions about this policy, please contact the Data Protection Officer,
John Bayes on DSAR@Hull-College.ac.uk For more information you can read our full GDPR Policy.



2. Responsibility & Implementation
2.1 The Data Protection Officer (DPO) is responsible for overseeing and ensuring compliance with this policy.

2.2 The College will keep this Privacy Notice under regular review and reserve the right to change it as necessary from time to time or if required by law. Any changes will be immediately posted on the College website.

3. Policy Details
3.1 Data Categories
	The categories of the information that the College collects, holds and shares includes, but is not limited to:

3.1.1 Personal information (such as name, student number, address, date of birth, national insurance number)

3.1.2 Contact information (which may include phone number, email and postal address)

3.1.3 The personal information of parents/guardians of students aged 14 to 18 (such as name, address, phone number and email address)

3.1.4 Educational Information (including qualifications, predicted grades, learning support needs, attendance information – number of absences and reasons and individual achievements)

3.1.5 Characteristics (such as gender and if the same as at birth, age, ethnicity, first language, nationality, country of birth and free school meal eligibility)

3.1.6 Financial information (bank details)

3.1.7 Information about personal preferences and interests

3.1.8 Company information, (financial, staff, professional development records)

3.1.9 Website usage data

3.1.10 Staff contract information (start dates, hours worked, post, roles and salary information, annual leave entitlement, employment history and professional development).

3.2 Use of Your Information
	The information that we collect and store relating to you is primarily used to enable us to provide our services to you. In addition, we may use the information for the following purposes:

3.2.1 To provide you with information requested from us, relating to our services. To provide information on other services which we feel may be of interest to you, where you have consented to receive such information.

3.2.2 To meet our contractual commitments to you.

3.2.3 To notify you about any changes to our website, such as improvements or service changes, that may affect our service.



3.3 Storing Your Personal Data
3.3.1 We are committed to ensuring that your information is secure. In order to prevent unauthorised access or disclosure, we have put in place suitable physical, electronic and managerial procedures to safeguard and secure the information we collect online. Data that is provided to us is stored on our secure servers. Details relating to any transactions entered into on our site will be encrypted to ensure its safety.

3.3.2 While we make every effort to ensure our site and the information you provide through it is protected, the transmission of information via the internet is not completely secure and therefore we cannot guarantee the security of data sent to us electronically and transmission of such data is therefore entirely at your own risk.

3.3.3 Where we have given you (or where you have chosen) a password so that you can access certain parts of our site, you are responsible for keeping this password confidential.

3.4 Third Party Links
	Our website may contain links to other websites of interest. However, once you have used these links to leave our site, you should note that we do not have any control over that other website. Therefore, we cannot be responsible for the protection and privacy of any information which you provide whilst visiting such sites and such sites are not governed by this privacy statement. You should exercise caution and look at the privacy statement applicable to the website in question.

3.5 How Long We Keep Your Data
3.5.1 The College adheres to the GDPR requirement for data minimisation, only keeping information as long as is necessary. The College will keep some forms of information for longer than others. Retention periods for personal data are defined in the Data Retention and Destruction Policy (DP1.05)

3.5.2 This will include: Name, address at enrolment and leaving, date of birth. academic achievements and course studied, other personal details as collected at enrolment. It is recognised however, that the College holds records on various electronic data systems and records held here may have different retention periods than those detailed in the retention schedule. Where this is the case, the College will ensure that the data is held with appropriate technical and organisational security and will be deleted when this becomes possible.

3.6 Controlling Your Personal Information
3.6.1 The GDPR also provides the following rights for individuals:
a. The right to be informed
b. The right of access
c. The right to rectification
d. The right to erasure
e. The right to restrict processing
f. The right to data portability
g. The right to object
h. Rights in relation to automated decision making and profiling. 

Further detailed information on individuals’ rights is set out in the Data Rights of Individuals Policy (DP1.02). 

3.6.2 In line with these rights. you may choose to restrict the collection or use of your personal information in the following ways:

a. When you are asked to fill in a form on the website, you may be asked if you want the information to be used for direct marketing purposes. We will never automatically assume that you wish to be contacted.

b. If you have previously agreed to us using your personal information for direct marketing purposes, you may change your mind at any time by writing or emailing us. We will not sell, distribute or lease your personal information to third parties unless we have your permission or are required by law to do so. We may use your personal information to send you promotional information about third parties which we think you may find interesting if you tell us that you wish this to happen.

c. You can request from us a copy of the information we hold, and ask us to amend, restrict its use or where applicable, delete it, for more information on this, please see our ‘Rights of Individuals Policy’.

3.7 Contact Us
Hull College
Queen's Gardens, 
Wilberforce Drive, 
Kingston-Upon-Hull, 
HU1 3DG
info@hull-college.ac.uk 

3.7.1 You may request details of personal information which we hold about you by writing to the Data Protection Officer at Hull College by emailing DSAR@Hull-College.ac.uk. If you believe that any information we are holding on you is incorrect or incomplete, please write to or email us as soon as possible, at the above address. We will promptly correct any information found to be incorrect.

3.8 Complaints. 
3.8.1 If you feel you have the need to complain in relation to data processing and data protections issues, in the first instance, please contact the Data Protection Officer (DPO) on: DSAR@Hull-College.ac.uk 

3.8.2 If you feel we have been unable, or unwilling, to resolve your information rights concern, you have the right to lodge a complaint with the Information Commissioner's Office (ICO). The ICO are the supervisory authority responsible for data protection in the UK.

3.8.3 For further information, including independent data protection advice and information in relation to your rights, you can contact the Information Commissioner at:

	The Information Commissioner
	Wycliffe House
	Water Lane
	Wilmslow
	Cheshire
	SK9 5AF
	Tel: 0303 123 1113
	Website: https://www.ico.gov.uk 
	You can also report any concerns here: https://ico.org.uk/concerns/handling 

4. Related Documentation
4.1 GDPR Policy (DP1.01)
4.2 Data Retention Policy (DP1.05)
4.3 Data Rights of Individuals Policy (DP1.02)
4.4 Data Breach Policy (DP1.06)
4.5 Freedom of Information Policy (DP1.03)
4.6 The College has several specific privacy notices for specific areas of activity, including:
	Student Privacy Notice – Annex 1
	Parents of learners under 16 privacy notice – Annex 2
	Job Applicant Privacy Notice  – Annex 3
	Employee Privacy Notice  – Annex 4

5. Monitoring and Review
5.1	This policy will be monitored by the Data Protection Officer on a two-yearly basis unless changes in legislation require earlier review. 
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Annex 1 – Student Privacy Notice 

What is a Privacy Notice? 
The purpose of a privacy notice is to explain to people why we collect your personal 
data, how we use it and how we protect it. So, you feel confident in the knowledge 
that we are safeguarding and protecting your information.

Our Data Protection Officer (DPO) is responsible for the General Data Protection Regulation, contact our DPO on DSAR@Hull-College.ac.uk 

The personal information that you give us 
As part of your application and enrolment to the college we collect personal information from you including name, contact details, date of birth, guardian or emergency contact, ethnicity, learning difficulties and disabilities, health information, criminal convictions, your photo and employment status. We may also collect payment details if you are paying for your course or if you are in receipt of a bursary. 

We also collect information whilst you are studying with us to monitor your progression as well as to support your learning as part of your studies and individual learning plan. This includes information relating to your attendance, behaviour, support requirements, targets, predicted grades, achievements and progression plans.

How we use your personal information in the college 
We will use your information to manage your education, provide welfare and pastoral care, to track your progress so we can help you achieve the best you can. This may include everyday activities such as creating class lists for your teacher at the start of the course, providing registers for your tutor to mark your attendance, registering with the awarding bodies to allow us to enter you for your exams, or providing you with a support plan or exam assessment. We also use this information to improve and develop teaching and services in the future. 

We will not send you marketing information unless you have opted in to receive these during the enrolment process and we will only contact you through the methods you chose. 

The legal basis on which we collect and use your personal information
Generally, the information we collect is part of our public interest task of providing education to you. This allows us to collect the information we need on behalf of the government to draw down funding on your behalf or to process your achievements. 

Some of the data we collect is deemed to be ‘special’ category (such as ethnicity, health or criminal convictions) but we process it because there is a substantial public interest for us to do so, and we also have to ensure a safe and secure environment for all learners and staff.

How long we keep your personal information 
As part of the public task where you have received funding for your course, we are expected to keep your enrolment records the legally required retention period as set out in the Data Retention and Destruction Policy (DP1.05)  for eligibility checks. This is for audit purposes and to ensure we have evidence for why you were entitled to receive funding for your education. We may also retain other information relating to health and safety incidents, information relating to the childcare legislation for different periods, but we will not keep these for any longer than we are legally required to. 

How we share your personal information
As part of the public task placed on us by the Department for Education (DfE) to fund your education we have a duty to provide them with eligibility, enrolment and achievement data. We also provide them with data to enable you to access additional grants for pupil premium and free schools meals. We use your unique learner number (ULN) to share data with the Learning Records Service (LRS) for your qualifications. 

We may also share the personal information that you give us with local authorities and schools but only in relation to your studies. This may include offers, your chosen course, support information, destinations, or transferring information to other educational institutions you move to. 

Where learners are aged 16-18, the College may share relevant information with parents, carers or guardians where this is necessary to support the learner’s education, wellbeing, safeguarding or attendance. This will only be done where we have a lawful basis to do so and the information shared will be limited to what is necessary.

Young people have to remain in training or education until they are 18, so if you withdraw from our education programme before this age then we notify the local authority to highlight you may have become ‘Not in Education, Employment or Training’ (NEET). As part of the same legal duty we share data relating to destinations, or supporting data for careers and youth services. In both circumstances this will only be shared with the relevant local authorities on a need to know basis.

For students studying Higher Education courses with us you will be asked to participate in two external surveys; the National Student Survey (https://www.thestudentsurvey.com/) and the Graduation Outcomes Survey (https://www.graduateoutcomes.ac.uk/). The National Student Survey is aimed at final undergraduate students which gathers opinions about their time in higher education on their course and at their institution. The Graduate Outcomes survey captures information about the activities and perspectives of graduates 6 months after they finish their studies. We will hold your contact details after you graduate to enable completion of this survey. You have the right to object to HESA contacting you for the Graduate Outcomes survey. If you don't want to be contacted for the survey email info@graduateoutcomes.ac.uk. 

All learners enrolled on an apprenticeship will have summary attendance data and their achievements shared with their employer but only in conjunction with their apprenticeship. We will only share data with an employer about a learning difficulty or disability, or an EHCP plan, if the apprentice is assessed at the start, or during their programme, as needing additional support. 

We may also share your personal information with third parties who provide services and support to the College or students, but this will always be limited to only the information required. 

Do we transfer your personal information outside Europe? 
The college does not store or transfer your personal data outside Europe or EEA countries. 

How can you request access to your personal information?
You have the right to request access to the personal information we hold about you, at any time and the best way to request this is to send an email to DSAR@Hull-College.ac.uk   

If you don’t have an email address you can call us on 01482 329943 or write to: 
Data Protection Officer, 
Hull College, 
Queen's Gardens, 
Wilberforce Drive, 
Kingston-Upon-Hull, 
HU1 3DG. 

You also have rights over the way we process your personal information as follows:
· the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy about the way your data is being used - see ICO’s website https://ico.org.uk/  
· the right to ask us to correct any errors in your personal information;
· the right to ask us to delete your personal information, in certain circumstances where information was given only by consent and the data was not collected as public task.
· the right to request that we restrict the use of your personal data, in circumstances where this information is not, or no longer required (such as not sharing with family members) 
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For more information please refer to our GDPR Policy.  If you have any questions about this notice or how we use your personal information, contact us on DSAR@Hull-College.ac.uk 
Annex 2 – Parents of Learners under 16 Privacy Notice 

What is a Privacy Notice?
The purpose of a privacy notice is to explain to people why we collect your personal data, 
how we use it and how we protect it so you feel confident in the knowledge that we are safeguarding and protecting your information.

This notice is for parents/guardians/carers who enrol their children, or children in their care, to services within the college. This includes learners studying within the 14-16 college and curriculum partnership, or children under 7 who are being cared for by the Childcare Centre.

The personal information that you give us
As part of your child’s enrolment to the college we collect personal information from you including
name, contact details, date of birth, guardian or emergency contact, ethnicity, free school meal and pupil premium status, previous attendance and progression data, religion, language, learning difficulties and disabilities, health information including medical allergies and special educational needs, criminal convictions (if applicable), and photos. 

We collect information whilst your child is with us to monitor their progression and support their earning as part of their care or learning plan. This will include information relating to their attendance, behaviour, support requirements, targets and predicted grades.

We will advise you when information is mandatory and when is to be given voluntarily. 

How we use the personal information you supply in the college 
We will use the personal information supplied to manage their learning, provide welfare and pastoral care, to track progress so we can help them achieve the best they can. 

In the 14+ we use the personal information supplied to allow tutors to mark and maintain registers of attendance, to register learners with the awarding bodies to allow us to enter them for exams, or to provide an appropriate support plan or exam assessment. We also use this information to improve and develop teaching and services in the future.

In the Childcare Centre information is used to provide care, to keep children safe, meeting their dietary and religious requirements, as well as reporting on children’s progress and development. 
The information held about your child is only available to the Childcare Centre staff and is not accessible for any other staff across the Hull College.

We will not send you marketing information unless you have opted in to receive these during the 
enrolment process and we will only contact you through the methods you chose.

The legal basis on which we collect and use your personal information.
Generally, the information we collect is part of our public interest task of providing education and childcare services to you, but we also obtain freely given Consent for other areas where you are able to opt in or out of other services This allows us to collect the information we need on behalf of the government to draw down funding or childcare grants on your behalf.

Some of the data we collect is deemed to be ‘special’ category (such as ethnicity, health or 
criminal convictions) but we process it because there is a substantial public interest for us to do 
so, and we also have to ensure a safe and secure environment for all learners and staff.

How long we keep your personal information 
As part of the public task placed on us where you have received funding for your child’s place we 
are expected to keep their enrolment records for at least 7 years for eligibility checks. This is for audit purposes and to ensure we have evidence for why they were entitled to receive funding, grants or bursaries. We may also retain other information relating to health and safety incidents, information relating to the childcare legislation for different periods but we will not keep these for any longer than we are legally required to.

How we share your personal information
For 14-16 year olds under the public task placed on us by the  and the Department for Education (DfE) to fund your education we have a duty to provide them with eligibility, enrolment and achievement data. We also provide them with data to enable us to access additional grants for pupil premium and free schools meals. We use your unique learner number (ULN) to share data with the Learning Records Service (LRS) regarding your qualifications.

We also have a duty to provide pupil data to the Government to maintain the National Pupil Database (NPD). The NPD is owned and managed by the Department for Education and contains information about pupils in schools in England. It provides invaluable evidence on educational performance to inform independent research, as well as studies commissioned by the Department. It is held in electronic format for statistical purposes. This information is securely collected from a range of sources including schools, local authorities, and awarding bodies. To find out more go to https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information For more information about the Department’s NPD data sharing process, please visit: How DfE shares personal data - GOV.UK (www.gov.uk)

In the Childcare Centre we are required to support the local authority, social workers and the 
NHS in their legal duties to protect children in our care. We therefore share information relating to 
progress checks and development needs. However any information shared is always discussed 
with the parent so they are fully aware.

We may also share the personal information that you give us with local authorities, schools and 
youth support services (13+ only) but only in relation to the education or childcare services you 
are receiving. This is done to provide appropriate support for your children whilst they are with 
us, or to transfer information to other childcare settings or educational institutions they move to.
Personal data is always transferred securely. We may share data with the Local Authority and 
specialist support services to access provision and support for students such as IAG, school 
nurse provision, educational specialists, counselling, and for Health and Safety coverage for trips 
and visits.

Young people have to remain in training or education until they are 18, so if they withdraw from 
our education programme before this age then we notify the local authority to highlight they may 
have become ‘Not in Education, Employment or Training’ (NEET). However, this will only be 
shared with the relevant local authorities on a need to know basis.

We may also share your personal information with third parties who provide services and support
to the College or learners but this will always be limited to the information required

Do we transfer your personal information outside Europe? 
The college does not store or transfer your personal data outside Europe or EEA countries. 

How can you request access to your personal information or the personal information on your child?
You have the right to request access to the personal information we hold about you, or your child, at any time and the best way to request this is to send an email to DSAR@Hull-College.ac.uk   



If you don’t have an email address you can call us on 01482 329943 or write to: 
Data Protection Officer, 
Hull College, 
Queen's Gardens, 
Wilberforce Drive, 
Kingston-Upon-Hull, 
HU1 3DG. 

You also have rights over the way we process your personal information as follows:
· the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy about the way your data is being used - see ICO’s website https://ico.org.uk/  
· the right to ask us to correct any errors in your personal information;
· the right to ask us to delete your personal information, in certain circumstances where information was given only by consent and the data was not collected as public task.
· the right to request that we restrict the use of your personal data, in circumstances where this information is not, or no longer required (such as not sharing with family members) 

For more information please refer to our GDPR Policy.  If you have any questions about this notice or how we use your personal information, contact us on DSAR@Hull-College.ac.uk 
Annex 3 – Job Applicant Privacy Notice	

What is a Privacy Notice?
The purpose of a privacy notice is to explain to people why we collect your personal data, 
how we use it and how we protect it so you feel confident in the knowledge that we are safeguarding and protecting your information.

This notice is for those who have applied for employment with Hull College or HCUK Resourcing Ltd.  

As part of any recruitment process, the College collects and processes personal data relating to job applicants (includes workers, contractors, volunteers and interns). The College is committed to being transparent about how it collects and uses that data and to meeting its data protection obligations.

Our Data Protection Officer (DPO) is responsible for the General Data Protection Regulation, contact our DPO on DSAR@Hull-College.ac.uk 

What information does the College collect?
The College collects a range of information about you. This includes:
· your name, address and contact details, including email address and telephone number;
· details of your qualifications, skills, experience and employment history;
· information about your current level of remuneration, including benefit entitlements;
· whether or not you have a disability for which the College needs to make reasonable adjustments during the recruitment process;
· information about your entitlement to work in the UK; and
· equal opportunities monitoring information, including information about your ethnic origin, sexual orientation, health, and religion or belief.

The College collects this information in a variety of ways. For example, data might be contained in application forms or CVs, obtained from your passport or other identity documents, or collected through interviews or other forms of assessment, including online tests.

The College will also collect personal data about you from third parties, such as references supplied by former employers, information from employment background check providers and information from criminal records checks. The College will seek information from third parties only once a job offer to you has been made and will inform you that it is doing so.

Data will be stored in a range of different places, including on your application record, in HR management systems and on other IT systems (including email).

What if you do not provide personal data?
You are under no statutory or contractual obligation to provide data to the College during the recruitment process. However, if you do not provide the information, the College may not be able to process your application properly or at all.

You are under no obligation to provide information for equal opportunities monitoring purposes and there are no consequences for your application if you choose not to provide such information.

Why does the College process personal data?
The College needs to process data to take steps at your request prior to entering into a contract with you. It also needs to process your data to enter into a contract with you.

In some cases, the College needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check a successful applicant's eligibility to work in the UK before employment starts.

The College has a legitimate interest in processing personal data during the recruitment process and for keeping records of the process. Processing data from job applicants allows the College to manage the recruitment process, assess and confirm a candidate's suitability for employment and decide to whom to offer a job. The College may also need to process data from job applicants to respond to and defend against legal claims.

Where the College relies on legitimate interests as a reason for processing data, it has considered whether or not those interests are overridden by the rights and freedoms of employees or workers and has concluded that they are not.

The College processes health information if it needs to make reasonable adjustments to the recruitment process for candidates who have a disability. This is to carry out its obligations and exercise specific rights in relation to employment.

Where the College processes other special categories of data, such as information about ethnic origin, sexual orientation, health or religion or belief, this is for equal opportunities monitoring purposes.

The College is obliged to seek information about criminal convictions and offences. Where the College seeks this information, it does so because it is necessary for it to carry out its obligations and exercise specific rights in relation to employment.

Who has access to data?
Your information will be shared internally for the purposes of the recruitment exercise. This includes members of the HR and recruitment team, interviewers involved in the recruitment process, managers in the business area with a vacancy and IT staff if access to the data is necessary for the performance of their roles and in order to support and facilitate necessary staff training prior to an individual’s start date.

The College will not share your data with third parties, unless your application for employment is successful and it makes you an offer of employment. The College will then share your data with former employers to obtain references for you, employment background check providers to obtain necessary background checks, the Disclosure and Barring Service to obtain necessary criminal records checks and an occupational health provider to obtain pre-placement health screening.

How does the College protect data?
The College takes the security of your data seriously. It has internal policies and controls in place to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed except by our employees in the proper performance of their duties.

For how long does the College keep data?
If your application for employment is unsuccessful, the College will hold your data on file for at least 6 months after the end of the relevant recruitment process.

If your application for employment is successful, personal data gathered during the recruitment process will be transferred to your personnel file and retained during your employment. The periods for which your data will be held is detailed in the Data Retention Policy (DP1.05).

Do we transfer your personal information outside Europe? 
The college does not store or transfer your personal data outside Europe or EEA countries. 

How can you request access to your personal information?
You have the right to request access to the personal information we hold about you, at any time and the best way to request this is to send an email to DSAR@Hull-College.ac.uk   



If you don’t have an email address you can call us on 01482 329943 or write to: 
Data Protection Officer, 
Hull College, 
Queen's Gardens, 
Wilberforce Drive, 
Kingston-Upon-Hull, 
HU1 3DG. 

You also have rights over the way we process your personal information as follows:
· the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy about the way your data is being used - see ICO’s website https://ico.org.uk/  
· the right to ask us to correct any errors in your personal information;
· the right to ask us to delete your personal information, in certain circumstances where information was given only by consent and the data was not collected as public task.
· the right to request that we restrict the use of your personal data, in circumstances where this information is not, or no longer required (such as not sharing with family members) 

For more information please refer to our GDPR Policy.  If you have any questions about this notice or how we use your personal information, contact us on DSAR@Hull-College.ac.uk 
Annex 4 – Employee Notice 

What is a Privacy Notice?
The purpose of a privacy notice is to explain to people why we collect your personal data, 
how we use it and how we protect it so you feel confident in the knowledge that we are safeguarding and protecting your information.

This notice is for any staff member with a contract of employment at Hull College or HCUK Resourcing. Hull College collects and processes personal data relating to its employees to manage the employment relationship.

Our Data Protection Officer (DPO) is responsible for the General Data Protection Regulation, contact our DPO on DSAR@Hull-College.ac.uk 

What information does the College collect?
The College collects and processes a range of information about you. This includes:
· your name, address and contact details, including email address and telephone number, date of birth and gender;
· the terms and conditions of your employment;
· details of your qualifications, skills, experience and employment history, including start and end dates, with previous employers and with the College;
· information about your remuneration, including entitlement to benefits such as 
· pensions or insurance cover;
· details of your bank account and national insurance number;
· information about your marital status, next of kin, dependants and emergency contacts;
· information about your nationality and entitlement to work in the UK;
· information about your criminal record;
· details of your schedule (days of work and working hours) and attendance at work;
· details of periods of leave taken by you, including holiday, sickness absence, family leave and the reasons for the leave;
· details of any disciplinary or grievance procedures in which you have been involved, including any warnings issued to you and related correspondence;
· assessments of your performance, including performance reviews, training you have participated in, performance improvement plans and related correspondence;
· information about medical or health conditions, including whether or not you have a disability for which the College needs to make reasonable adjustments;
· details of trade union membership; and
· equal opportunities monitoring information (all the protected characteristics as detailed in the Equality Act)

The College collects this information in a variety of ways. For example, data is collected through application forms or CVs; obtained from your passport or other identity documents such as your driving licence; from forms completed by you at the start of or during employment; from correspondence with you; or through interviews, meetings or other assessments.

The College collects personal data about you from third parties, such as references supplied by former employers and information from criminal records checks permitted by law.

Data is stored in a range of different places, including in your personnel file, in the College 's HR management systems and in other IT systems (including the College 's email system).

What if you do not provide personal data?
You have some obligations under your employment contract to provide the College with data. In particular, you are required to report absences from work and may be required to provide information about disciplinary or other matters under the implied duty of good faith. You may also have to provide the College with data in order to exercise your statutory rights, such as in relation to statutory leave entitlements. Failing to provide the data may mean that you are unable to exercise your statutory rights.

Certain information, such as contact details, your right to work in the UK and payment details, have to be provided to enable the College to enter a contract of employment with you. If you do not provide other information, this will hinder the College 's ability to administer the rights and obligations arising as a result of the employment relationship efficiently.

How we use the personal information you supply in the college. 
The College needs to process data to enter into an employment contract with you  and to meet its obligations under your employment contract. For example, it needs to process your data to provide you with an employment contract, to pay you in accordance with your employment contract and to administer benefit entitlements.

In some cases, the College needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check an employee's entitlement to work in the UK, to deduct tax, to comply with health and safety laws and to enable employees to take periods of leave to which they are entitled. For certain positions, it is necessary to carry out criminal records checks to ensure that individuals are permitted to undertake the role in question.

In other cases, the College has a legitimate interest in processing personal data before, during and after the end of the employment relationship. Processing employee data allows the College to:
· run recruitment and promotion processes.
· maintain accurate and up-to-date employment records and contact details (including details of who to contact in the event of an emergency), and records of employee contractual and statutory rights.
· operate and keep a record of disciplinary and grievance processes, to ensure acceptable conduct within the workplace.
· operate and keep a record of employee performance and related processes, to plan for career development, and for succession planning and workforce management purposes.
· operate and keep a record of absence and absence management procedures, to allow effective workforce management and ensure that employees are receiving the pay or other benefits to which they are entitled.
· obtain occupational health advice, to ensure that it complies with duties in relation to individuals with disabilities, meet its obligations under health and safety law, and ensure that employees are receiving the pay or other benefits to which they are entitled.
· operate and keep a record of other types of leave (including maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that the College complies with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled.
· ensure effective general HR and business administration.
· provide references on request for current or former employees.
· respond to and defend against legal claims; and
· maintain and promote equality in the workplace.

Where the College relies on legitimate interests as a reason for processing data, it has considered whether or not those interests are overridden by the rights and freedoms of employees or workers and has concluded that they are not.

Some special categories of personal data, such as information about health or medical conditions, is processed to carry out employment law obligations (such as those in relation to employees with disabilities and for health and safety purposes). Information about trade union membership is processed to allow the College to operate check-off for union subscriptions.

Where the College processes other special categories of personal data, such as information about ethnic origin, sexual orientation, health or religion or belief, this is done for the purposes of equal opportunities monitoring.

Who has access to data?
Your information will be shared internally, including with members of the HR and recruitment team (including payroll), your line manager, managers in the business area in which you work and IT staff if access to the data is necessary for performance of their roles.

The College shares your data with third parties in order to obtain pre-employment references from other employers and obtain necessary criminal records checks from the Disclosure and Barring Service. The College may also share your data with third parties in the context of a sale of some or all of its business. In those circumstances the data will be subject to confidentiality arrangements.

The College also shares your data with third parties that process data on its behalf in connection with the provision of benefits and the provision of occupational health services.

The College may also be required to share your data, ie your name and work contact details, with a third party ie for the provision of training where this is a requirement for you to carry out your role, for example where the training is provided online by an external provider when liaising with other organisations, ie Awarding Bodies.

How does the College protect data?
Hull College takes the security of your data seriously. The College has internal policies and controls in place to try to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed except by its employees in the performance of their duties. 

Where the College engages third parties to process personal data on its behalf, they do so on the basis of written instructions, are under a duty of confidentiality and are obliged to implement appropriate technical and organisational measures to ensure the security of data.

For how long does the College keep data?
The College will hold your personal data for the duration of your employment. 

The periods for which your data is held after the end of employment are set out in the Data Retention  Policy (DP1.05).

Do we transfer your personal information outside Europe? 
The college does not store or transfer your personal data outside Europe or EEA countries. 

How can you request access to your personal information?
You have the right to request access to the personal information we hold about you, at any time and the best way to request this is to send an email to DSAR@Hull-College.ac.uk   

If you don’t have an email address you can call us on 01482 329943 or write to: 
Data Protection Officer, 
Hull College, 
Queen's Gardens, 
Wilberforce Drive, 
Kingston-Upon-Hull, 
HU1 3DG. 

You also have rights over the way we process your personal information as follows:
· the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy about the way your data is being used - see ICO’s website https://ico.org.uk/  
· the right to ask us to correct any errors in your personal information;
· the right to ask us to delete your personal information, in certain circumstances where information was given only by consent and the data was not collected as public task.
· the right to request that we restrict the use of your personal data, in circumstances where this information is not, or no longer required (such as not sharing with family members) 

For more information please refer to our GDPR Policy (DP1.01).  If you have any questions about this notice or how we use your personal information, contact us on DSAR@Hull-College.ac.uk 
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